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Abstract

Image encryption today is divided into changing image pixels’ value or chang-
ing image pixels’ coordinates. In this paper, an image encryption system based
on changing both pixels’ value and position using one chaotic flow systems is
proposed. At first, image dimension is changed form an M*N matrix into a
vector of 1*(M*N), then Implement the random number generated from cha-
os system to produce the final encrypted image. The system has been imple-
mented on equal and non-equal dimension images and tested by using testing
techniques:- correlation coefficient, DSF, ADC, PSNR, EQ ,ARE, MD, ID ,
measurement based on the value and position changing and entropy. Then the
result is compared with the traditional scheme which uses ACM for scram-
bling then any chaotic system for changing pixel’s value. The simulation re-
sults show that, keeping almost the same encryption results quality but with
decreasing the required time for encryption and decryption.

Keywords: security, image encryption, image scrambling, chaotic sequences,
pixels coordinate.
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Método de cifrado de imagen basado en la transfor-
macion de la dimension de imagen utilizando sistemas
de flujo caotico

Resumen

El cifrado de imagenes hoy se divide en cambiar el valor de los pixeles de
la imagen o cambiar las coordenadas de los pixeles de la imagen. En este
articulo, se propone un sistema de encriptacion de imagenes basado en
cambiar el valor y la posicién de ambos pixeles utilizando un sistema de
flujo cadtico. Al principio, la dimensién de la imagen cambia de una matriz
M * N a un vector de 1 * (M * N), luego implemente el nimero aleatorio
generado por el sistema de caos para producir la imagen cifrada final. El
sistema se implemento6 en imagenes de dimensiones iguales y no iguales y
se probo utilizando técnicas de prueba: - coeficiente de correlacion, DSF,
ADC, PSNR, EQ, ARE, MD, ID, medicion basada en el valor y cambio
de posicion y entropia. Luego, el resultado se compara con el esquema
tradicional que usa ACM para codificar y luego cualquier sistema cadtico
para cambiar el valor del pixel. Los resultados de la simulacién muestran
que, manteniendo casi la misma calidad de resultados de cifrado, pero dis-
minuyendo el tiempo requerido para el cifrado y descifrado.

Palabras clave: seguridad, cifrado de imagenes, codificacion de imagenes,
secuencias cadticas, coordenadas de pixeles.

1 Introduction

Image encryption is a method for protecting the information in a digital
image. There are two ways for image encryption: - the first one is chang-
ing image pixels’ value and the other is changing image pixels’ position
(scrambling). The Highest degree of image encryption is by changing both
the pixels’ values and coordinates. The resulting image is an encrypted
image that has the same size of the original image with different histogram
and redistributed of pixels in the original image (Jing-yu, Efficient Color
Image Encryption and Decryption Algorithm, 2013). Chaotic systems are
used to produce the random numbers which are used for the encryption
process because of its characteristics of random behavior and aperiodicity.
(Mao, Cao, & Liu) ( Gao & Chen, 2008)) (Prasad & Sudha, 2011).

Many algorithms are proposed for even changing pixels’ value (Zhu
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Liehuang, 2006) ( Gao & Chen, 2008)) (H.H. Nien, 2005), or changing
pixels position. Some proposed algorithms are proposed by using ACM
for changing pixels’ coordinate then using chaotic system (flow or map)
to change the pixels’ value. (Mao, Cao, & Liu) ( Gao & Chen, 2008))
(Prasad & Sudha, 2011) (Zhu Lichuang, 2006).

In this paper, a new encryption algorithm for image encryption based on
changing image pixels’ value and position using chaotic flow sequences is
proposed. At first, the proposed system is used to change the M*N image
to a vector of 1*(M*N), the user to select one of five chaos flow systems
which are: Lorenz, Rossler, Chua, Nien and CL for the encryption process.
The main contributions of the proposed work are as follows: the use of the
chaotic flows increases the immunity against the intruders as compared
with the chaotic Maps because it is consists of three bands or higher. Also,
the proposed system is applicable to equal and non-equal dimensional im-
ages. Changing pixels’ value and position id done in one iteration and us-
ing one chaotic system for the whole process.

The rest of the paper is organized as follows: in section 2, the chaotic
systems that are used in the proposed system are described in details. In
section 3, the quality measurements of encryption that are used to evaluate
the performance of the proposed system are reviewed. The proposed algo-
rithm and the simulation results are presented section 4, while the conclu-
sions drown throughout the work are given in section 5.

2. Description of Chaotic Systems

In this section, the mathematical models of the chaotic systems used are
reviewed. First, the classical Arnold map used for image square images
.Then, the chaotic flow sequences used in the proposed scheme are de-
scribed.

A. Arnold cat map

“Arnold cat map” is a discrete system used in image processing for scram-
bling by changing the pixels positions. It is applied on images with size of
N*N and given by (Willsey, Cuomoy, & Oppenheim, 2010)

Xn+1] _N a [Xn]
[Ym =lp sl y,| mod(N), M
Where X |, Y, are pixel positions after scrambling, Xn, Ynare pixel po-

sitions before scrambling, a and b are positive integers. The determinant of
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the matrix in equation (1) must be equal to 1. To achieve high scrambling
complexity, the scrambling process must be repeated many times until the
original pixels are displaced enough from their original positions.Table.1
shows the number of iterations (m) required to restore image of size N*N
(Merah, Ali-Pacha, Said, & Mamat, 2013,)
Table 1. Number of iterations (m) required to restore Image of size N*N using Arnold
cat map ( Tang & Zhang, 2011)

N 60 100 120 128 | 256 | 480 | 512
m 60 150 60 96 192 | 240 | 384

B. Lorenz system
Lorenz system is considered the first chaotic system had been discovered
by Edward N. Lorenz in 1963 for predicting weather, later it is used for
many other applications one of them is encryption. Lorenz system is an ex-
ample of a non-linear dynamic system which is a3-dimensional dynamical
system. The equations of the Lorenz system are (H.H. Nien, 2005)
x=o0(y—x)
Y=Tr*Xx—y—x%xZ )
i=xxy—f*z,
where o, r and B are the parameters of the system (Gaspard, 2005).The values of o, r and

B must be greater than 0, o > B+1, and
o(o+B+3)

r>rc=
¢ o-B-1 ’

©)

C. Rossler system

Otto Rossler presented 3-dimensional dynamical chaotic system with a
series of prototype systems of ordinary differential equations in 1970. The
equations of this system are (Jing-yu, Efficient Color Image Encryption
and Decryption Algorithm, 2013):

X =-z-y

y =xtay 4)
z =b+z(x-c),

Where a, b and ¢ are the parameters of the system.

D. Chua system

Another chaotic system is Chua system which had been developed from
the Chua electrical circuit that had non-linear behavior. The equations of
this system are (Mao, Cao, & Liu):
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= 6(y—x—h(x))

y=x-y+z ©)
z=-by—vyz,

where 8, b and y are the system parameters, and
h(x) = ml + 0.5(m0 — m1)(|x + 1| —|x —1]) , (6)

E. Nien chaotic system
In 2007, H. Nien ... et al. proposed a novel chaotic system.This system is described
by the following equations (H.H. Nien, 2005):

= —86(x+y+fx)

y=-Bx+y)-vyz (N
Z=y,

Where §, b and y are the system parameters, and
f@x)=bx + 05(a—Db)(Ix + Io| —|x —I0]), ®)

where 8= 6.3; =0.7; y= 7; a=-1.143; b=-0.714; [=3

F. CL chaotic Systems

In 2007, Atheer J. Mansoor ... et al. proposed a novel chaotic system. This system is
described by the following equations (Mansoor, Abdullah, & Zeboon, 2017) :-
=6k —x—(m1+ 0.5(m0 — m1)(|x + 1| —|x —1]) )
Y=T*X—Y—X*2Z 2)
Z=x*y—[f*z
Where, § =10, = 8/3, r =24, m0 =-1.27; m1 =-0.68

3. Encryption Quality Measurements
Many measurements are used to evaluate the strength of the scrambling
algorithm quality. This section briefly discusses these measurements.

A. Distance scrambling factor (DSF)

This is the first theory for scrambling measurement. Here, the distance
factor is calculated by comparing the pixels positions between the original
image and the scrambled one. The calculation of distance scrambling fac-
tor degree could be described as follows:

For original image of pixels positions (i, j) and scrambled image of pixels
positions (i’,i’), the moving distance could be calculated as:

DGj)= (= iD% + (G — j)? , (10)

The average (mean) moving distance will be:

A(D)=D/(M xN) (11)
Where M*N is the dimension of the image. The maximum distance could be calculated
from:

AmxD)=/(M -2+ (N-1)2 (12)
So, the Distance scrambling factories
DSF=A(D)/Amax (D) R (13)

The greater DSF means higher degree of scrambling (Arnold Transform Based Image
Scrambling Method, 2013).
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where (i’, j°) is the position of scrambled image pixel and (i,j) is the po-
sition of original image pixel. The average distance of the whole image
could be calculated from the following equation:

1 _ - ..
ADC = mﬁ":f 2‘}/:121‘1 DC(i, j) s (16)

The average distance calculated from equation (16) must be greater than
zero unless the scrambled image is the original image. Bigger ADC means
higher scrambling (Mirghadri, 2010)

C. 2-D Correlation Coefficient

This method is used to obtain the degree of similarity between two images
(matrices) by calculating the correlation coefficient between the two image
with the same size M*N by the following equation:

oM N - -7
r= Tm=12n=1(Xmn=X)Ymn-Y)) , (17)

S B s =82 s Zs Wi =)9)

where X and Y are two images (matrices), Xand Y are the mean value of the elements
of X and Y respectively. The range of the r values is between +1 and -1, where if r=+1
that’s mean X and Y are identical, while if r=0 the two image are totally different, and if
r=-1 that's mean that X and Y are identical but with phase shift of 180° (mirrored).

D. Peak Signal-to-Noise Ratio (PSNR)

Peak Signal-to-Noise Ratio (PSNR) can be used to evaluate the encryption scheme
strength by indicating the pixel's value between the original image and the encrypted
image. It can be calculated by using the following equation

M+N+2552
PSNR =10 * logso |53 fi:,’(oa,i)—s(i,j))Z] - (18)

Where O and E are the original and the encrypted image respectively, (i,j) is the
coordinate of the pixel and M,N are the image size.

Lower PSNR means higher encryption effectively (Mirghadri, 2010)

E. Measurement Based on the Value Changing

This test depends on the comparison between the pixel’s value before
encryption with the pixel’s value after encryption to obtain the changes
whether regular or irregular.

The encryption quality could be obtained by measuring the deviation be-
tween the plain image and the cipher image as shown in the equation be-
low:-
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“255 111 (e H.
EQ = iz [ME-HL®) - (19)

Where, H;(C) and H;(P) are the number of pixels at gray level i of the cipher and
plain images respectively

There is another encryption quality measurement proposed by Luo et al., which could
be evaluated by calculating the relative error of each pixel in the cipher image with its
counterpart in the plain image, which is done by using the following equation

= 1 yM-1yw-1[PG)-CAHI

ARE = —— Yisot Xi%o PaD| ..(20)

Where P and C are the plain and cipher images of size M*N respectively (Mirghadri,
2010)

F. Maximum Deviation Analysis

Maximum Deviation analysis is a statistical analysis which is used to cal-
culate the deviation between the original and the encrypted images. This
analysis could be calculated according to the following equation

MD - ho+:255 4 212=5f hl where h:IH-H‘l ...(21)

where H and H’ are the histogram distribution of the original and the en-
crypted image. Higher MD means higher encryption degree and the en-
crypted image faraway (deviated) from the original one (Mirghadri, 2010)

G. Irregular Deviation Analysis

The irregular deviation is used to measure how the encryption process
changes the values of the original image irregularly and randomizes it in
uniform manner to make the statistical distribution of changing the pixels’
values uniform

The irregular deviation analysis can be obtained from the following steps:-
Calculate the absolute difference between the original and the encrypted
images:-

D=|0-E| i 2
where O and E represent the original and encrypted images respectively.
Obtain the histogram of the absolute difference

H=histogram (D) ... (23)
Calculate the average value of the histogram deviation
Av = 33HG) .. (24)

Evaluate the absolute differences between the histogram deviation and the average
deviation value

Hp, = |h; — Av| ... (25)
Compute the irregular deviation factor value
Ip = X#5 Hp, ..(26)

Smaller ID means higher encryption strength, where it is a pointer for the uniform
distribution between the original and encrypted pixels' values (Mirghadri, 2010)
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H. Measurement Based on the Value and Position Changing
This test depends on the comparison between the pixel’s value before
encryption with the pixel’s value after encryption to obtain the changes
whether regular or irregular.
The encryption quality could be obtained by measuring the deviation be-
tween the plain image and the cipher image as shown in the equation be-
low:-
EQ = 2= MO-H®) oY)

where, H;(C) and H;(P) are the number of pixels at gray level i of the cipher and

plain images respectively

This measurement could be found by the flowing steps:-

Obtain the relationship between each pixel and its four neighbors as shown below
D1(,j) = |[EG — 1,) — E(i,)))? - [0G — 1,5) — OCL,j)]?|

D2(i,j) = |[EG + 1,j) — EGL )] — [0G + 1,)) — O, )|

D3(ij) = |[EG,j — 1) — EG,{)]* - [0G,{) — 0G,j — D]?|

D4(,j) = [[EG,j + 1) — EG,I* - [0G,j + 1) — 0GL,{)I?|

R(i,j) = D1(,j) + D2(,j) + D3, j) + D4(i,j) (28)
Calculate the scrambling degree S as below

_eMoNSIRGY)
S= i ..(29)

The value between 0 and 1, and greater S means better encryption results.
(Mirghadri, 2010)

L. Entropy

The encryption quality could be measured by calculating the entropy of
the plain image and the entropy of the cipher image, then comparing be-
tween them. The entropy if the image could be evaluated by the following
equation:-

E = 25 [PG) * log, (55) ] (30)

the maximum entropy equals 8, and it is referred to as an ideal case of
randomness. In general, the entropy of practical image is less than the
maximum entropy (Mirghadri, 2010)

4. The Proposed Encryption Algorithm:

The proposed scheme performs the image encryption by using chaotic sys-
tems. At first , the original image transformed form N*M into a vector of
1*D where D=M*N by taking row by row or column by column. Then
creating three vectors with dimension of 1*D, where the vectors elements
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are an indicator to pixel status (had been encrypted or not). The algorithm
of the proposed scheme could be explained throughout the following flow

chart:

Convert the color RGB N*M image into 3 vectors each of size (1*(M*N))

Create three mew veetors: r, g, and b of size (1*(M*N)), vectors' elements=0

[ process on vector R I
I process on vector G ]
| process on vector B |

convert the 3 vectors R,G and B into matrices of size M*N te reconstruct
the final RGB image

End
Fig.1. The Flowchart of the proposed algorithm

The decryption process is done by following the same steps of the encryp-
tion process with using the same chaotic system, same initial values and
same parameters. Any difference in any parameter or initial value makes
the decryption process incorrect. Figure 1 shows the flowchart of the pro-
posed algorithm.

It is worth noted that the decryption processes for vectors R, G and B,
shown in this figure as three successive blocks, are identical. Figure 2
shows the details of encryption process for vector R block as a flowchart.
The proposed system has been simulated via MATLAB. At first, the pro-
posed algorithm applied on image of 256 * 256 and compared the result
with the traditional systems when using ACM. Then the proposed system
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Table 1. The parameters of chaotic flow systems used in simulations

Chaotic Flow System Parameters
Lorenz a=10, b=24, c=8/3
Rossler a=0.2, b=0.2, ¢=5.7
Chua 6 =10, b=14.78, y=0.0385, mi=-1.27, mo=-0.68
Nien 6 =6.3, B=0.7, y=7, b=-0.714, a=-1.143, I=-3
CL 6 =10,8=8/3,r =24, m0=-1.27; ml = -0.68

Compute X

at1, Yu+1, Zgsy USIng chaotic

Fig.2. the flow chart of encryption process for vector R block of figure 1.

5. Simulation Results

For equal dimensions, the image sizes that are taken for the system imple-
mentation is (256*256),

Figure 3 shows the encrypted image for each chaotic system used in the
proposed system with initial value X0=0.1, Y0=0.1 and Z0 =0.1 with pa-
rameters that are shown in Table 1
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a) Laneimage b) Histogram of original image c) using Lorenz system d) Histogram of encrypted

image
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¢) using Rossler  f)Histogram of encrypted image  g) using Chua system h) Histogram of encrypted image

:w L )
o

i) using Nien j) Histogram of encrypted image k) using CL system 1) Histogram of encrypted image

b

Fig.4. Results of the proposed algorithm for image of size 256*256 using chaotic flow
sequences.

Table 2 shows the best result of the proposed algorithm compared with the
best results of the traditional scheme (the best value of each case is taken

for each iteration):-  Table2 The sttitica of the encrypion system result comparing with
traditional method.
sprm | opel T
v |3 ARE 0 CORR. 3] MD PSNR s ENTROPY
Bt ARE [“Nim N
mdlD columa | 131250 | 10367 | Q001 | 2640.417 | 2634000 | 88582 | 04812 | 79827
| a | | s | oo |2moe| mes| wm | ase | aw
Roseior colums | 130242 [ 11SS6 0008 | 227K N8 | 2942167 | 3960 | 06524 198
Be EQ | peoposs
0dMD | Aoeld
vl | iz [ s | (ooseass s | wam [ ass |
Nes columa | 131.250 | ML3ST | 0.00078 | 2640.417 | 2684.000 | 88882 | 04812 796
Bt | jeogue
O Tt 1 [ s | oo | aassees| amson | wmes [ s | owes
| coume | 131228 | ns2s | 03 | 260900 0683 | 370 | osen | 798
s | Foped
e T T O | N I
Routkt | e [ 1201 | n3to [ -ases | 2204208 2670 | s | osers | 2snm
Bets Asmold
- w12 | e | aoetz | | 0| s | ese | 200
- O | e | 028 | 1o | 0008 [2m6keas| 2000 | ssior | s | 75w
INTROPY | Asmeld

131200 [ILS89 | 0079 | 2616875 | 24833 | B3R | 0688 | 7987
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The colored cells are the best result of the tests, while green cells show
the number of iterations in the traditional schemes to reach the best result.
Figure Sshows the required time for encryption and decryption process of
the proposed algorithm and the traditional scheme of each image size.

25
20
15
g
g 10
£
g
5
B ]
0 A - a L
image size 60°60 100*100 120%120 128*128 256*256 480°480 512*512
® Lorenz column 0,04457 0,14337 0,20096 0,19371 1,17745 3,76808 4,42657
m Lorenz raw 0,14059 0,25286 0,32284 0,33106 1,26002 3,91753 4,42186
¥ Rossler column 0,04754 0,13948 0,20775 0,23598 1,06989 3,71503 4,94600
W Rossler Raw 0,04785 0,13982 0,20879 0,23755 1,03406 3,68714 5,28923
u Chua column 0,04754 0,13948 0,20775 0,23598 1,06989 3,71503 4,94600
u Chuaraw 0,04505 0,15263 0,23250 0,24507 0,94701 3,82774 3,98423
= Nien column 0,05205 0,14807 0,26878 0,23505 1,32573 4,48774 4,61550
Nien raw 0,05093 0,14349 0,26112 0,23337 1,30470 4,42109 4,60252
d column 0,04449 0,14181 0,20489 0,23781 0,91681 4,09148 4,58647
Oraw 0,04486 0,14361 0,20448 0,24119 0,98360 4,23125 4,70745
= Amold 0,088288 0,573725 0,350332 0,475616 4,136256 17,308746 22,006518

Figure 5 The required time for (encryption and decryption processes) of different

implemented systems

From figure 5 above, it is very clear that:

1) All the proposed algorithm systems are faster than the traditional
one
2) As the image size increases, the speed improvement of the propose

scheme over the traditional one increases and this improvement increases
as the image size increases. For example, image of size 60*60, 100*100,
120*120 and 128*128 the algorithm is faster two times.

3) For image size 256*256, the algorithm is faster four times.

4) For image sizes 480%*480 and 512*512, the algorithm is faster
about five times

For non-equal dimensions, the image size that is taken for the system
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implementation is 473*846. Figure 6 shows the original image of size
473*846 with the resulting encrypted images after implementing the pro-
posed algorithm. After one iteration only, the encrypted image is decrypted
using any type of the chaotic flow sequences considered as shown.

T W ey

) original image b) Histogram of the original c).lm.ug.c. after encryption d) Histogram of the
with initial xo=yor=2:=0.1 <
encrvoted imaee

Figure 6 Lena original and the encrypted image using 4th propose algo-
rithm (473%846)

Table 3 the testing techniques results of the proposed algorithm implementation on non-

equal dimension images

system |type ARE EQ |CORR 1D MD PSNR S
e column 1385.708| 93.302| 0.00130| 300905.255] 353553.000 8.562| 0.66938
raw 1388 555 93305 000084 297734667 354278 833] 8557 065937
Rossl column 1387 849] 93 303 0000 305964 667] 354106167 8557 0670
raw 1387.617| 93.302 -0.001| 299280.432] 354063.000 8.552 0.669
Chng column 1385073] 93307 000076| 299108 432] 353388 333 8.567| 06GBO9
raw 1385.073] 93 305| -0 00048 292406.313] 353374 333 8557 066745
e column 1387.891| 93.303 0.000| 292806.589| 354114.000 8.553| 0.67030
raw 1386 3G8] 93 305| 000184 298029 844] 353704 000 8 565 066801
cL column 13902&‘ 93 300 0000| 298424 901] 354729 500 8 558 0 669
raw 1386.753| 93.304| -0.00007| 301607.922| 353819.833 8.559 0.669

The values of ADC and DSF are the same values that are listed in table
3 because these values depend only on the moved distance of the pixel
from its original image. Figure 7 shows the required time for (encryption
and decryption processes) of the proposed algorithm on Lena non-equal
dimensions image.
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[ ]|

O = N W H UV oY
time insecond

raw column
H lorenz 5,657186 5,568957
Rossler 6,337258 5,798875
B chua 8,100595 7,923725
u Nien 6,98795 6,426447
a 6,627847 6,830996

Figure 7 The required time for encryption and decryption processes for non-equal image

dimensions of different implemented systems

For the results that are shown in table 3 and figure 7, it could be noticed
that the algorithm has relatively very high speed even with images with
large size. According to the statistical analysis of the algorithm, it has an
excellent performance with high encryption degree and a short time re-
quired for the implementation.

This result is obtained via MATLAB simulation using personal computer
of type HP Elitebook2540p has CPU Intel core I5.

6. CONCLUSIONS

This paper proposes a new scheme for digital image encryption based on
changing pixels’ value and position using chaotic flow sequence. Firstly,
the N*M color RGB image are converted into three 1*D vectors where
D=N*M, then the positions of the pixels are changed according to the gen-
erated number from the chaotic system that had been used from the first
band, which define the pixel position for each vector of the image. Then
the value of two pixels that had been switched in positions changed by
using the random number generated from the 2nd and 3rd band from the
same chaptic flow system. The image then is reconstructed after changing
all pixels’ locations. The scheme performance is effectively evaluated by
applying three types of tests which are Distance Scrambling Factor (DSF),
Average Distance Change (ADC), 2-D correlation coefficient, Entropy re-
quired Time, Maximum Deviation , Peak Signal To Noise Ratio, Irregular
Deviation and Measurement Based On The Value And Position Changing
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(S) The experimental result shows that the proposed system has a higher
degree of encryption from the first iteration comparing with the tradition-
al encryption system such as Arnold Cat Map. Another advantage of the
proposed system is the implementation on equal and non-equal dimension
images. Future improvement of the proposed system can include using hy-
brid chaotic flows and maps, changing the value of the pixels in the same
time when changing their position to obtain higher degree of security.
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